Mpunoxenne Ne2, Hm]mpmauuﬁanaa MAMATKA 1151 obyqarmmxes A1A paiMemenus na
OQHIHANB HBIX HHTI!]]HET—pECypcaX

C xaxmerv royom MOJIOZIeXH B HHTEpHETE CTAHOBHTECS Gomeine, a mxonsHEKY OJIHH H3
CaMbIX AKTHBHBIX II0JIE30BaTejiei] Pynera. Mexny TE€M, TIOMHMO orpommoro KOJIHYeCTBa

BO3MOXHOCTE}, HHTEpHET Hecer u npobieMbl. ITa mamsTia JODKHa 11oMoyYe Tebe Oe3onacuo
HAXOOUTECH B CEeTH.

Komnoviomepuwie SUpyCel

Kommsioreprnii BEDYC -  3T0  pasHoBMmHOCTE KOMIEIOTepPHEIX Iporpamm,
OTIMMHTENBHOR  0cOGeHHOCTRIO KOTOpo#f  sBnsercy crnocobHOCTE K pasMHOXeHHIO. B
AONONHEHHE K JTOMY, BHPYCBI MOTYT NOBpemuTs Him TOTHOCTBIO YHHYTONHTE Bee daiine u
ABHHBIC, MOIKOHTPONBHETE H0JIE30BATEMO, OT HMeHy KOToporo 6sma sanymena 3apax€HHag
NporpamMma, a Taxe TIOBPEIATE MM Nawe yHHYTONHTE ONCPALHONAYIO cHCTeMy co BCEMH
datinamu B uenom. B BonbmancTee Cayyaen PacnpocTpansiorcs Bupyc Y€pes HHTepHeT.

MeTons! sawurer ot BPELIOHOCHBIX 1Iporpamm:

1. chonmyﬁ COBpeMeHHEIe OnepanHoHHEIe CHCTeMBI, HMeromme CCPLEHEI ypoBews
SaIIHTEL OT BPeIOHOCHEIX Iporpamm;

2. Tloctostano YCTaHaBIMBal nayry (uudposrie SalIaTkH, KOTOpkle aBTOMaTHYecKky

TBOEM MepcoHanLy oM KOMHLPOTBP&;

4, cho.rmyﬁ AHTHBUDYCHBIE IPOrpaMMHLIe HPOIYKTBI H3BECTHRIX IIpoH3BOAHMTENEH, ¢
ABTOMATHYECKHM OOHOBJIEHHEM 6as;

HHTEpHEeTa, TOMRKO 13 npodepennsix HCTOYHHKOBR;

Wi-Fi - 510 e BUJ epenavm nauuex, e TEXHONOrHA, a Beero apmy, Open, Mapka. Eme
B 1991 roxy HUJIepIaHACKan KoMIanus 33pErucTpHpoBaa Gpewy «WECA», uto o6o3ragao

Ho wnamero BPEMCHH fouuta npyras ab0peBuarypa, KOTopast sBnsiercs Takoi ke
TCXHONorueH, Do ab0peBuartypa «Wi-Fiy. Taxoe nassanme Ob110 13RO ¢ HamMekon Ha crannapr
BBICIUHH 3BYKOBOjI TeXHHKH Hi-Fi, yro l1IepeBoae 03Hayger “BBICOKAasA TOYHOCTE).

Ha, Gecrnarnmi HHTCPHET-0CTYT B Kaje, oremsix u 43ponoprax semusercs OTJIIMYHO}
BOSMOXHOCTEBIO BEIXONa B HHTEpHeT. Ho MHOrHe SKCIEePTEI CYHTAIOT, YTO obmenoctymuse Wi.
Fi cetn e snmorcy Oesonacurmy,

Cosertsl o GesonachocTn palote B obmenoCTYMHBIX cersix Wi-fi:
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oBesonacuiub ce6s ot 3akauky BHpYCa Ha TBO€ yCTpo#HcTBo;

3. Ilpn wucnons3opanmu Wi-Fi orkmoun Qyuximio  «O6muii AOCTYn K daiinam u

fipukrepamy. Jlaneas dyrxmus 3aKpEITa 10 ymomyanmIO,

OZHAKO HEKOTOpHIe

TI0IE30BATENIH aKTHBHPYIOT e& /s ynobersa uenons3osanms s pabote mm yuebe;
4. He mcromssyi nyomuussdt WI-FI g NepeNay JIHYHBIX JAHHBIX, HanpuMep s

BbIXOna B COLHAILHEIE CETH HIIH B 3NCKTPOHHYIO no4ry,;

5. Wnomesyii tonsko SallHIIEHHOE CoeuHenne yepes HT IPS, a ve HTTP, re. npu

Habope Beb-anpeca BroIH HMeHHO «https://»;

6. B moBumbaOM Telne(oHe OTKmMoun hyHxmHo «loaxmoverne x Wi-Fi
aBTOMatH4ecku». He nonyckai ABTOMATHYECKOrO 10 KTI0YeHIS YCTpoHCTBa K ceTam

Wi-Fi 6e3 tBoero COIIACHS.

L
Coyuanvnvie cemy

OcHoBHEIe coBeTs! Mo OesonacHocTy B COLHANBLHBIX CeTsX:

l. Orpanmas crmeok Apysei. V 1ebs B apyssax me JIOJDKHO
HCSHaKOMBIX Jojiei;

OBITE caywaiiupx u

2. 3amwmmaii croio HaCTHYIO xu3Hb. He yKaseiBait napomn, Tenedons, ampeca, gary

3. Samumai croro PeyTauuio - nepxwu ee B yncroTe 1 3anasak cebe Bonpoc: xoren 6
TBl, 9T0BBI gpyTHE TIONIb30BaTeNH BUAEH, YTO TH sarpyxaemns? IToxymai, npexie

3. Hsberaii pasMemmenus gororpaduit n Hureprere, rae o1 w306
110 KOTOPOH MOXHO OnpezeHTs Thoe MECTOIOJIOKEHHE,

PAXEH Ha MeCTHOCTH,

6. Ilpu PETHCTPALIMH B COlManbHON ceTH HEOOXOMHMO HCIOMB30BaTE CIOKHbIE TIApOTH,

COCTOske U3 GyKB U up 1 ¢ KOTHYECTBOM 3HAKOB He MeHee

7. Jlna connamboj CETH, NIOYTLI H APYrHX caiTop HeodXo, 1Mo HCIIOIB30BaThL pasHple
apomn. Torua ecim Te6y B3JIOMAIOT, 10 310yMBIIIeHRHKY HOIyYaT nocryn Toneko

K OIHOMY MecTy, a He Bo Bee cpasy.

Anexmponnvie denpoy

ONIeKTpoRHEBIe A€HBI'H — 3T0 Oyenp YOoOHBI crnioco6 nnarexei,
MOIICHHUKH, KOTOpEIE XoTST HOMYYHTE 3TH JeHBIH.

OIHaxKo CY]JI&CTB}"I’U‘[‘

=38 3TOro Bo MHOTHX
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Inexmponnan nowma

ONEKTPOHHAS moyTa — 3TO TEXHONOIHY | penocrasngeMrie exo YCJIYTH 1O Nepechuike g
TIOTIYIeHMIO MIEKTPOHHBIX coobmennii, KOTOprle pacnpenensiorcs g KOMNBITEPHOR ceTH.
O6srMuO 3CKTPOHHEBIH TIOYTOBLIH SIIHK BEITTIA AT CICOYIOIMEM obpaszom;

am_nomaonam@mn_ﬂomena. Taxxe KpoMe mepemawm npocroro TEKCTa, HMeeTcy
BO3IMOXXHOCTE Iepeasary haitrer.

IIePBEIH B pefiTunre;
2. He ykasbmait 5 THYHOH M0YTe Jynyio HHpopmanuso, Hanpumep, nyqme BeIOpath
ﬂM}'BI:l‘KaJlBHLIﬁ_q:laHaT@» HIIH «pok2013» BMecTo «remal 3n;

3. Hcnommayii ABYXITalIHYIO0 aBTOPH3ALIO. 310 Korga momumo 1IP0I HYXHO BBOIUTE
KOJ, NMpHCBLTaeMBIif 10 SMS;

4. Beibepn CHOXKHBIA 11apons. J{ng KaXJI0TO N0YTOBOrO sumka HOIXeH OBITH cBoOfi
HaNICKHBIN, YCTOMYHBLI K B3/IOMY napois;

5. Ecim ects BOSMOXHOCTh Hammcars CamMoMy cBOH IHuHEIf BOIIpOC, uemonb3yii sty
BO3MOKHOCTE;

6. Hcnonsayi HECKOILKO IOYTOBLIX fimKoB. Hepseit nns wacrwois MepenncKy ¢
aNPeCcaTaMy, KOTOpbIM  Th] JIOBepsiells. 310  3eKTpoHHEI azpec He Hazo
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Kubepbyunumz yny supmyansroe uzdesamenvcemeo

Kubepbynmugr — npecnenoBanue coo0menusmuy, ColepKamuMu OCKOpOeHNS,

ArpeccHIo, 3anyrupanme; XYJIHTaHCTBO; COUMATLHOe Bolikotuposanme ¢ TIOMOIIBIO pasnuynpx
HHTEPHET-CEpPBHCOB,

l. He 6pocaiics 5 Ooit. JIyummnii cnocos: I0COBETOBATLCS KaK cefy BECTH H, ecnu ger
TOro, K KOMY MOKHO obparuTECs, TO BHa9ANe yenoxomtses. Ecmm ap HaYHens
OTBEYATE OCKOpONeHHAMY Ha OCKOpPONEHHs, TO TonKo cme Oombine pasosxens

Ynpassii coeit xuﬁeppenyrauneii;
AHOHHMHOCTD g CeTH MHHMag, Cymectsyior CIOCOOH! BEISCHHTH, KTO CTOMT 33

L b

8. Ecim Ty CBHICTCNb  KubepOymmnra. Teou pedicTug: BRICTYIHTE  npotus
lpecnenoBarens, mokasary MY, 4TO ero neficremg ONEHHBAIOTCH HETaTHBHO,
HOMIEPXATh kepray, KOTOpol Hyxua [ICHXO0JIOTHYecKkas TOMOIb, coobuuTy
B3pociasM o Qakre ArPECCUBHOTO NIOBECHHS B CeTy.

Mobunsnuii meneghor

CoBpemennge CMapThOHBI M mmammers; Conepxar B cebe mmojge B3POCIIBIi

MOOHIBEHELX IPHIIOXKeHHiT,

CoBpemenngie MOOHIIBHEIE Opayseprr yixe NPaKTHYeCKH mormany HacToJIbHEIe anasory,
OMHAKO pacmupenue dyHKIMOHATA BJICUeT 3a coBoi Gonsiryro cnoxknocTs, H MEeHbImyio
JAHIIEHHOCTE,

Hlaseko me mce HPOH3BO 1M TE TN BBITYCKaioT 00HOBIIEHHS, 3aKPHIBAIOIIME KpPHTHYeCKHe
YAIBEMOCTH 11a cBOMY YCTpoHcTB.

OcHoBHEIe coersy 2uis e3onackocTy MOBHILHOrO Tenedona:
1. Hugero ge SABIsieTCH HO-HacTosAmemy GecruiaTHE. byns OCTOpOXKEH

pmerm  [IPABUTE/NBCTEO
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5. He sarpysxait nprioyeHus OT HEH3BECTHOrO HCTOYHMKA, BeJb OHH MOT'YT COIepXKaTh
BpeIOHOCHOE NMporpaMMmHoe obecnedenne;

6. Tlocne Toro Kak Thl BEIiJEITs ¢ caiiTa, rie BBOIMI NHYHYIO HHpOpPMAIHIO, 3aiiaH B
HacTpoHku Opaysepa u yaanu cookies;

7. llepuonmuyecku npoBepsit KaKHe IUTATHEIS YCIYTH aKTHBHPOBAHbI HA TBOEM HOMEDE;

8. Jlasait cBoif HoMep MoGuIBHOTO TenedoHa TONLKO JIOAAM, KOTOPHIX THI 3HAeMb H
KOMY JI0BEpSCLE;

9. Bluetooth momiken GbITH BBIK/TIOYEH, KOTJa Thl MM He monbk3yemscs. He 3aOniBait
HHOr1a HPOBEPHTB ITO.

Online uepw

CoBpemeHHBIE OHJNAKH-HIPHI — 9T0 KpacodHble, 3axBaThIBAIOLIHE pa3sBlieueHHus,
00BEMHSIONINE COTHH THICAY YENOBEK 1O BeeMy MHpY. HIrpoku HcenemyioT NaHHBIN UM MHp,
ofaroTes APYr ¢ APYroM, BHIIOIHSAIOT 3aJaHUA, CPAXKAIOTCA ¢ MOHCTPAMM M MOJYYAKOT OIIKIT.

3a yZOBONLCTBHE OHH IUIATHT: NOKYNAKT AMCK, OIUIAYMBArOT abOHEMEHT WM IPHOGpPEeTaIoT
KaxKHe-TO OIIIHH.

Bee oTE cpencrBa MAYT HAa MOJJIEPXKAHHE H Pa3sBHTHE HIPHL, a TAKXKE Ha camy
Ge30MmacHOCTE: COBEPINEHCTBYIOTCS CHCTEMBI ABTOPH3Al[UM, BLIMYCKAIOTCS HOBHIE NATHH
(uu@poBLIe 3aMIaTKK AN MPOTPAMM), 3aKPHIBAIOTCSH YA3BHMOCTH CEPBEPOB.

B OJOOHEIX HIrpaX CTOHT 0Iacarbed HE CTOJIBKO CBOHX COINEPHHKOB, CKOJIBKO KPayKH
TBOCI'0 apois, Ha KOTOPOM OCHOBaHA CHCTEMA ABTOPH3AIMH OonslIMHCTBA HID.

OCHOBHEIE COBETHI 10 6€30MaCHOCTH TBOETO HIPOBOTO AKKAYHTA:

1. Ecnu apyroii urpok senier cefs n10xo win cosaaeT Tebe HEMPHATHOCTH, 3a610KUpyit
€ro B CIIHCKE HI'POKOB;

2. Tloxamy#ics anMMHHCTPATOpPaM HIphl Ha IUIOXO€ [OBEACHWE OJTOrO HMIpOKa,
JKEJIATEIBHO [IPHJIOKHUTD KaKHe-TO JOoKa3aTe]sCTBa B BHAE CKPHHOB;

He ykaseisa#t maaHyro nH(opmaunio B npodaiiie urpsr;

YBaxaii Ipyrux y4acTHHKOB II0 HIDE;

He ycranasnupail HeopHuHanbHbIe NATYH H MOJIBI;

Hcnone3yit cliojuble B pa3HEIE IAPOIH;

Haxe BO BpeMs HIPEI HE CTOHT OTKIIOYATH aHTHBHpYC. IToka Tl urpaems, TBolf
KOMIIBIOTEP MOTYT 3apasHTh.

N s W

Duruunz Ul KPaxea JUHHbIX OGHHBIX

OGbruHo# Kpaxelt JEHEr M JOKYMEHTOB CErofHs yXe HMKOrO He YIMBHIIb, HO ¢

PasBHTHEM HHTEPHET-TEXHOJOTHIA 3MOYMBILJICHHHKH IIEPEMECTHIHCE B HHTCDHET, H
[POJOJDKAIOT 3aHUMATBCA THOOUMBIMY IEJIOM.

Tax nossamacy HoBas yrposa: HHTEPHET-MOLIEHHHYECTBA MK (DHINMHT, TIABHAS [eib
KOTOPOro COCTOHT B MOJYYCHHM KOHQHIEHUMANBHBIX INAaHHBIX HOJBL3OBATENedl — JIOTHHOB H

naponei. Ha anrsmiickom si3eike phishing uuraercs kax Gpuummur (ot fishing — pribras nosss,
password — mapous).

OcnoBHble coBeTs! M0 Gops6e ¢ pummarom:

I. Cnemn 3a csomm axkayntom. Ecim Tel MoJo3peBaemms, YTO TBOS aHKeTa Gbuia

B3JIOMaHa, TO HeoOXxoammo 3abnOKMpOBAaTE €€ H COOBIMTE aaIMHHHCTPaTOpam
pecypca 00 3ToM Kak MOXHO cKopee,

[okymeHT co3faH B anekTpoHHom dopme. Ne 06-8665/2018 ot 14.05.2018. T DekenTEMbeTsg
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2. Hcnomssyit  Gezonackbie BeO-caiiTel, B ToM wmcre, HHTCPHET-Mara3HHOB M
IIOHCKOBBIX CHCTEM;

3. Hcmons3syit cnoxusie u pasHbie napond. Takum obpasom, ecnu Tebs B3JIOMAIOT, TO
STOYMBIIICHHUKH TONY4aT A0CTYI TOIBKO K OHOMY TBOEGMY NPO(HIIO B CETH, a He
KO BCEM;

4. Ecmu Tebs B3JIOMJIH, TO HEODXOAMMO MNpeJyNpPeNHTh BCEX CBOMX 3HAaKOMBIX,
KOTOpbIe 100ABIIEHEl y Tebs B APY3AX, O TOM, 4TO TeGs B3JIOMaJIK M, BO3MOXKHO, OT
TBOCr0 HMEHH OYIeT pacCHUIATLCH CIIAM U CCRUIKH Ha GuIIHATOBEIE caliThi;

. YcTaHoBH HagexHLIH napons (PIN) Ha MoOuIBHBILH TenedoH;

OTKIIIOUH coXpanenwne napons Gpaysepe;

He orkpeisait daitne u APYTHE BIIOMEHHA B MHCBMAX JAXKe eCIH OHH NPHILIH OT

TBOHX Jipy3ei. JIyulue yTOUHM y HUX, OTOPABIATH JTH OHHM TeGe 3TH Qaiirer

~ow

Hugpposas penymayus

Indposas penyraumg - sro HeraTiBHas WK MO3NTHBHAS WH(OPMAIM B CETH O Tebe,
Komnpomerrpyiomas HHQOpMAIHs pasMeleHHas B HHTEPHETE MOXET Cephe3HBM oGpasom

OTPasHTLCA HA TBOEH peanbHOH KH3HH. «Iludpposas penyrauus» - 510 TBOl HMHIIK, KOTOpBIMH
thopmupyeres 13 uudopmanmy o Tebe B HHTEpHEeTe.

T'Boe mecto xurenscraa, yuebnl, TBoe huHaHCOBOE [OJIOEHKE, OCODEHHOCTH XapakTepa
H PaCcCKashl 0 BIMIKMX ~ BCE 9TO HAKAILIMBACTCS B CETH.

MHOrHe NOIPOCTKH NErKOMBICTENHO OTHOCHTCS K nyOnuKanuy THYHOK HHpOpManuH B
Hutepuere, He mommman Bo3MOKHEX mocaencTeri. Tl jaike He cMoems oramaToes o TOM,
410 oTorpadus, pasmemennas 5 ner Hasaj, cTajla IpUYHHON 0TKAa3a MPHHSTE Tebs Ha pabory.

Kommentapun, pasmewmenne TBoux hororpaduit u mpyrme neficteus MOIYT He
HCYE3HYTL Ja)K€ MOCNE TOro, KAk Thl HX yhamuub. Tel He 3Haemb, K10 coXpaHHT Ty
HHGOPMAIIHIO, ONaNa Jii OHA B [OHCKOBBIC CHCTEMBI H COXPAHHJIACH JIH OHA, @ INABHOE: 9To
noaymMaroT 0 Tede okpykaromee MOJH, KOTOpEIE HAHIYT ¥ VBUAAT 3710. Haiity uHpOpMaIHIo
MHOIe JIeT cmyctss cMoker JnoGoH — kak u3 nobperx noGyxnenuit, Tak u ¢ HaMepeHHeM
NIPHIHEATS BPEA. ITO MOXKET GBITh KTO YTOMHO.

OcHOBHBIE COBETHI 110 3amuTe IAGPOBOI permyTaumu:

1. Tlomymaii, npesie wem uro-To nyGIHMKOBATE M Nepenasars y cebs B 6Grore wium »
COIHATILHOM ceTH;

2. B nacTtpoitkax IPOQHIS YCTAHOBU OrpaHHdeHus Ha pOCMOTP TBOEro npoduns | ero
CONCPIKHMOrO, CleIai ero TOIbKO « I Ipy3eis;

3. He pasmemaii u ne YKa3bIBal mH(OpMaNuIo, KOTOpast MOMKeT KOro-mi6o ockopBisTs
HIIH OOHXKATE.

Asmopckoe npago

CoBpemeHHBIE 1UKOMBHUKH- aKTHBHLE MONb30BATENH  UHPPOBOrO MPOCTPAHCTBA,
Ommaxo panexo He Bee 3matot, uTo HO/IL30BaHHe MHOTHMH BO3MOJMKHOCTSIMH 1HpPoOBOTO MHpa
Tpebyer cobmonenus npas na HHTCIUIEKTYaIbHYIO COOCTBEHHOCTD.

Tepmun CHHTC/TCKTyalbHAs COGCTBEHHOCTB» OTHOCHTCH K Pa3IM9IHBIM TBOPEHHSM
HEIOBEYECKOTO yMa, HAYHHASA € HOBEIX u3obperennit u 3HaKoBR, 0603HauAOMEX cO6CTBeRHOCTE

HA TPONYKTBI M YCIYIH , W 3aKkaHuuBas KHuramH, dororpadusmu, KHHOQUIBEMamMy |
MY3BIKa/IbHBIMH MPOM3BEICHHAMH.

PR PABMTENBCTBO
D98 nenuHrPAacKoi
&9 osnactu

[okyMeHT co3aaH B 3neKTpoHHoM dopme. Ne 06-8665/2_018 ot 14.05.2018.
—CTtpanuua 11 u3 17. Ctpanuua cosgaHa: 14.05.2018 17:10



ABTOpCKHE IIpaBa — 3T0 mpaea Ha MHTC/UIEKTYaTbHYH0 COOCTBEHHOCTE HA MPOH3BEIEHNS
HAYKH, THTEDATYPEI H HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIAIOT B KA4€CTBE IApaHTHH TOTO, YTO
HHTCIUIEKTyabHEIH/ TBOpYecKmii Tpya ABTOpa He OyJeT HANPACHBIM, JACT eMY CIpABEUIHBEIE
BO3MOXKHOCTH 3apaboTaTh Ha pesyibTaTax cBOero TpyAa, MOMTYIHTE W3BECTHOCTE H IPH3HAHME.
Huxro 6e3 paspemenus dBTOpa HE MOKET BOCHPOH3BOJIMTh €10 IIPOH3BE/ECHHE, pacnpocTpaHsTs,
MyGNHIHO  IeMOHCTPHPOBATS, TpOZiaBate, HMIOPTHPOBATH, IyCKAaTh B NPOKAT, IIyOMHYHO
HCIIONHATE, NOKA3BIBATE/HCTIONHATS B YQHpe Wi pasMemars B Hurepuere.

HMcenonszosanne «mparckoron» MPOrPaMMHOTO 00eCTIeYeHHs] MOKET TIPHBECTH K MHOTHM
PHCKaM: OT NOTCPH NaHHBIX K TBOHM AKKAYHTAM [0 610KMpOBKH TBOErO yCTpo#cTBa, rne
YCTAHOBJICHHbIH He JerambHas nporpamma. He crout Tamie 3abEIBaTE, uTO CyIecTByeT
NIEranbHeie W GecnIaTHRIE IPOrpaMMBl, KOTOPEIE MOYKHO HAHTH B CETH.

O nopmane

Cererrvok.pd) — TBOH riaBHBIN coBeTUHK B CeTH. 37ech Th MOKEIlb Y3HATE ©
0e30macHOCTH B CeTH TIOHATHEM 1 AOCTYNHBIM S3BIKOM, 4 IIPH BOHHKHOBEHHH KPHTHYECKOH
CHTYallMi 00paTHTBCA 33 COBETOM, A TakKe IPHHATE Y4aCTHE B KOHKYPCAaX H CTaTh CAMEIM
IH(POBBIM TpakIaHEHOM!

PR PABMTENBCTBO
D98 nenuHrPAacKoi
&9 osnactu
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